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Abstract

The Internet of Things (IoT) has revolutionized connectivity by enabling billions of resource-constrained devices to
communicate and share data. However, the inherent security vulnerabilities in IoT routing protocols, particularly the
de facto Routing Protocol for Low Power and Lossy Networks (RPL), expose networks to various malicious attacks
including blackhole, selective forwarding, and sinkhole attacks. Trust-based routing algorithms have emerged as a
promising paradigm to address these security challenges by incorporating trust metrics into routing decisions. This
paper presents a comprehensive evaluation framework for assessing trust-based routing algorithms in IoT networks,
analyzing their effectiveness against various anomalies and security threats. Through systematic analysis of 300+
research papers published between 2013-2023 and development of standardized performance matrices, we establish a
rigorous methodology for evaluating trust-based approaches. Our framework encompasses multi-dimensional
performance assessment including security effectiveness, network performance, trust-specific metrics, and resource
efficiency. The evaluation reveals that state-of-the-art algorithms like SMTrust, FDTM-RPL, and MRTS demonstrate
significant improvements in attack detection (85-96% ADR) while maintaining acceptable performance overhead
(1.2-15% energy increase). We provide comprehensive performance matrices for five major attack categories and
establish benchmarks for algorithm comparison. This research contributes a standardized framework that enables fair
comparison of trust-based routing algorithms and guides future research directions in secure loT communications.

Index Terms—Internet of Things, Trust-based Routing, Network Security, Anomaly Detection, Performance
Evaluation Framework, RPL Protocol

1. Introduction

The Internet of Things (IoT) represents one of the most transformative technological paradigms of the 21st century,
connecting billions of smart devices, sensors, and actuators to enable intelligent decision-making across diverse
application domains [1]. From smart cities and healthcare systems to industrial automation and environmental
monitoring, [oT networks form the backbone of modern cyber-physical systems [2]. The global IoT market is
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projected to reach $1.1 trillion by 2026, with over 75 billion connected devices expected to be deployed worldwide
(31

However, the rapid proliferation of IoT devices has introduced unprecedented security challenges that traditional
network security approaches struggle to address [4]. IoT networks are characterized by resource-constrained devices
with limited computational power, memory, and energy resources, making the implementation of robust security
mechanisms particularly challenging [5]. Furthermore, the heterogeneous nature of IoT devices, diverse
communication protocols, and dynamic network topologies create a complex security landscape that requires
innovative approaches to ensure reliable and secure communication [6].

A. Security Challenges in IoT Routing

Routing protocols form the foundation of IoT communication, enabling data transmission between devices and
gateways. The Routing Protocol for Low Power and Lossy Networks (RPL), standardized as RFC 6550 by the Internet
Engineering Task Force (IETF), has become the de facto routing standard for IoT networks [7]. RPL constructs a
Destination-Oriented Directed Acyclic Graph (DODAG) topology optimized for upward traffic patterns typical in [oT
applications [8].

Despite its widespread adoption, RPL suffers from numerous security vulnerabilities that make IoT networks
susceptible to various attacks [9], [10]. The protocol’s design prioritizes energy efficiency and simplicity over security,
resulting in minimal built-in security mechanisms [11]. This design choice, while appropriate for resource-constrained
environments, creates opportunities for malicious actors to exploit protocol weaknesses and compromise network
integrity.

As shown in TABLE I, common attacks targeting IoT routing protocols include blackhole attacks, selective forwarding
attacks, sinkhole attacks, wormhole attacks, and rank attacks [12]-[16]. Each attack type poses unique challenges and
requires specific detection and mitigation strategies.

TABLE I. COMMON ATTACKS IN IOT ROUTING PROTOCOLS

Impact Detection
Attack Type Description Level Difficulty Primary Target
Blackhole [12] Drops all received packets High Low Data availability
Selective  Forwarding | Drops specific packet types Moderate Medium Data integrity
[12]
Sinkhole [13] Attracts traffic with false | High Medium Traffic flow
metrics
Wormhole [14] Creates artificial distant links | High High Topology
integrity
Rank Attack [15] Manipulates RPL rank values | Moderate Low Parent selection
Sybil [16] Multiple fake identities High High Network trust
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B. Trust-Based Routing as a Security Solution

Trust-based routing has emerged as a promising approach to address security vulnerabilities in IoT networks by
incorporating trust metrics into routing decisions [17]. Unlike traditional cryptographic approaches that focus on
authentication and encryption, trust-based systems evaluate node behavior and reliability to make informed routing
choices [18]. This paradigm is particularly well-suited for IoT environments where computational constraints limit
the applicability of complex cryptographic mechanisms [19].

Trust-based routing algorithms operate on the principle that nodes with higher trust values are more likely to behave
correctly and should be preferred for packet forwarding [20]. Trust values are computed based on various factors
including packet forwarding behavior, energy consumption patterns, communication reliability, and historical
performance [21]. By continuously monitoring node behavior and updating trust values, these algorithms can detect
and mitigate malicious activities while maintaining network performance.

Fig. 1 illustrates the conceptual framework of trust-based routing in IoT networks, showing the integration of trust
computation, routing decisions, and security monitoring components.

Trust-Based Routing Framework in loT Networks

Trust-Aware Packet Forwarding
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Fig. 1: Trust-based routing framework in loT networks showing the integration of trust computation with routing decisions
based on behavioral monitaring and security assessment

Fig. 1. Trust-based routing framework in IoT networks showing the integration of trust computation with routing
decisions based on behavioral monitoring and security assessment [17]—-[21].
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C. Research Objectives and Contributions

This paper presents a comprehensive systematic literature review of trust-based routing algorithms for IoT networks,
with a specific focus on their performance against various anomalies and security threats. Our research objectives
include:

Comprehensive Analysis: Systematically analyze state-of-the-art trust-based routing algorithms for IoT networks
published between 2013-2023

Trust Computation Assessment: Evaluate different trust computation methodologies and their effectiveness in
detecting malicious behavior

Anomaly Detection Evaluation: Assess the performance of trust-based approaches against various attack types and
network anomalies

Performance Trade-off Analysis: Analyze the trade-offs between security improvements and network performance
metrics

Evaluation Framework Development: Establish standardized evaluation frameworks for trust-based IoT routing
protocols

Research Gap Identification: Identify current limitations and future research directions in trust-based IoT routing
The main contributions of this survey include:

A systematic classification and analysis of trust-based routing algorithms for IoT networks

Comprehensive evaluation of trust computation methodologies and their effectiveness

Detailed assessment of anomaly detection capabilities and attack mitigation strategies

Development of standardized performance evaluation framework with comprehensive metrics

Analysis of performance trade-offs and optimization strategies

Identification of research gaps and future research directions

Establishment of benchmark performance matrices for algorithm comparison

D. Paper Organization

The remainder of this paper is organized as follows: Section II reviews related work and positions our contribution
within the existing literature. Section III provides fundamental concepts of trust-based routing in IoT networks.
Section IV describes our systematic literature review methodology. Section V presents a comprehensive analysis of
state-of-the-art trust-based routing algorithms. Section VI examines anomaly types and mitigation strategies. Section
VII presents our comprehensive evaluation framework. Section VIII discusses performance assessment and
comparative analysis. Section IX identifies research gaps and future directions. Finally, Section X concludes the paper
with key findings and implications.
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II. Related Work

The field of trust-based routing in IoT networks has attracted significant research attention, resulting in numerous
surveys and review papers. This section positions our work within the existing literature and highlights the unique
contributions of our comprehensive analysis.

A. Traditional IoT Routing Protocols

Early IoT routing research focused on energy-efficient protocols optimized for resource-constrained devices. The
development of RPL as the standard IoT routing protocol marked a significant milestone in IoT networking [22].
RPL’s objective function-based approach allows for flexible optimization criteria, including energy consumption,
latency, and reliability [23]. However, security considerations were largely secondary in RPL’s design, leading to the
vulnerabilities that trust-based approaches aim to address.

B. Security-Focused IoT Routing Surveys

Several surveys have examined security aspects of IoT routing protocols. Airehrour et al. [24] provided a
comprehensive analysis of RPL security vulnerabilities and proposed countermeasures. Kamgueu et al. [25] surveyed
energy-efficient routing protocols with security considerations. However, these works primarily focus on
cryptographic approaches and do not provide in-depth analysis of trust-based mechanisms.

C. Trust-Based Approaches in Wireless Networks

Trust-based routing has been extensively studied in wireless sensor networks (WSNs) and mobile ad hoc networks
(MANETSs). Momani and Challa [26] surveyed trust models in WSNs, while Cho et al. [27] analyzed trust-based
routing in MANETs. However, IoT networks present unique challenges including extreme resource constraints,
heterogeneous device types, and specific attack vectors that require specialized trust-based solutions.

D. Existing Trust-Based 1oT Routing Surveys

Limited surveys specifically focus on trust-based routing in IoT networks. Muzammal and Murugesan [1] provided a
review of secure routing approaches in IoT, including trust-based methods, but their analysis lacks comprehensive
evaluation of trust computation methodologies and performance trade-offs. Alaba et al. [28] surveyed IoT security
challenges but provided limited coverage of trust-based routing solutions.

TABLE II presents a comparative analysis of existing survey papers, highlighting the gaps that our work addresses.

TABLE II. COMPARISON OF EXISTING SURVEY PAPERS ON IOT SECURITY AND TRUST-BASED

ROUTING
Survey Evaluation Performance Algorithm
Reference Year | Primary Focus Trust Coverage | Framework Analysis Count
Airehrour et | 2016 | RPL Security Limited No Basic N/A
al. [24]
Alaba et al. [28] | 2017 | General IoT | Minimal No General N/A
Security
Kamgueu et | 2018 | RPL Moderate No Energy- 15
al. [25] Enhancements focused

Available online at https://psvmkendra.com

488



w

ANUSANDHANVALLARI

ISSN: 2229-2388

q

K

Survey Evaluation Performance Algorithm

Reference Year | Primary Focus Trust Coverage | Framework Analysis Count

Muzammal & | 2021 | Secure Routing | Moderate No Limited 25

Murugesan [1]

Our Work 2023 | Trust-based Comprehensive | Yes Detailed 37
Routing

E. Research Gap and Contribution
Our survey addresses several gaps in existing literature:

Comprehensive Coverage: We provide the most comprehensive analysis of trust-based IoT routing algorithms
covering literature through April 2023

Systematic Methodology: We employ a rigorous systematic literature review methodology with clearly defined
inclusion/exclusion criteria

Performance-Focused Analysis: We specifically focus on performance against anomalies and security threats,
providing detailed evaluation of effectiveness

Trust Computation Deep Dive: We provide in-depth analysis of trust computation methodologies and their
comparative effectiveness

Standardized Framework: We develop a comprehensive evaluation framework for fair algorithm comparison

Future-Oriented Perspective: We identify emerging research directions and standardization needs for practical
deployment

III. Trust-Based Routing Fundamentals

This section establishes the theoretical foundation for understanding trust-based routing in IoT networks, covering
trust definitions, computation models, and integration strategies with existing routing protocols.

A. Trust Definition and Properties in IoT Context

Trust in [oT networks can be defined as “the subjective probability by which an agent assesses that another agent will
perform a particular action, both before it can monitor such action and in a context in which it affects its own action”
[29]. In the context of IoT routing, trust represents the confidence that a node will correctly forward packets according
to the routing protocol specifications. Key properties of trust in IoT networks include [30]-[34]:

Subjectivity: Trust values are subjective assessments based on individual node observations and may vary between
evaluating nodes. This subjectivity reflects the distributed nature of IoT networks where global knowledge is often
unavailable. Asymmetry: Trust relationships are typically asymmetric, meaning that if node A trusts node B with
value T_AB, node B may trust node A with a different value T BA. Transitivity: Trust can be transitive through
recommendation chains, allowing nodes to assess trust in distant nodes through intermediate recommendations.
Dynamism: Trust values evolve over time based on observed behavior, allowing adaptation to changing network
conditions and node behavior. Context Dependency: Trust values may vary depending on the specific context or
application requirements.
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B. Trust Computation Models
Trust computation in [oT routing algorithms typically involves multiple components and methodologies, as illustrated

in Fig. 2.

Trust Computation Model in IoT Networks
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Fig. 2. Trust computation model showing the integration of direct and indirect trust components with historical data
based on established trust computation methodologies [35]-[41].

1) Direct Trust Computation

Direct trust is computed based on direct observations of neighboring nodes’ behavior. Common metrics include:
Packet Forwarding Ratio: The ratio of successfully forwarded packets to total packets sent to a neighbor [35]:
T direct = (Packets_forwarded) / (Packets_sent)

Communication Reliability: Assessment of successful communication attempts and response times [36].
Energy Consumption Patterns: Monitoring of energy usage patterns to detect anomalous behavior [37].

2) Indirect Trust Computation

Indirect trust is derived from recommendations and reputation information from other nodes in the network. This
approach helps overcome the limitation of direct observation in sparse networks [38].
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Recommendation-Based Trust: Aggregation of trust recommendations from multiple nodes [39]:

T indirect =X(w_ix R 1)/ Z(w_i)

where w_i represents the weight assigned to recommendation R_i.

Reputation Systems: Maintenance of global reputation scores based on network-wide feedback [40].
3) Hybrid Trust Models

Most practical implementations combine direct and indirect trust components [41]:

T total =0 x T direct+ p x T indirect+vy x T historical

where a, B, and y are weighting factors that sum to 1.

IV. Methodology

This section describes the systematic literature review methodology employed to identify, analyze, and synthesize
research on trust-based routing algorithms for IoT networks.

A. Research Questions
Our systematic review is guided by the following research questions:

RQ1: What are the current state-of-the-art trust-based routing algorithms for loT networks? RQ2: How do different
trust computation methodologies compare in terms of effectiveness and efficiency? RQ3: What types of anomalies
and attacks do trust-based routing algorithms address? RQ4: How do trust-based approaches perform compared to
traditional routing protocols? RQ5: What are the current research gaps and future research directions?

B. Search Strategy

We conducted a comprehensive search across multiple academic databases to ensure thorough coverage of relevant
literature:

Primary Databases: - SciSpace (Typeset) - Google Scholar - IEEE Xplore - ACM Digital Library - arXiv - PubMed
(for healthcare IoT applications)

Search Terms: We developed a comprehensive set of search terms combining trust-based routing concepts with IoT-
specific terminology: - (“trust-based routing” OR “trust routing”) AND (“IoT” OR “Internet of Things”) AND
(“anomaly” OR “attack” OR “malicious”) AND (“performance” OR “evaluation”) - (“secure routing” AND “loT
networks” AND “trust management” AND “performance evaluation”) - (“IoT security” AND “routing algorithms”
AND “trust” AND “anomaly detection”)

Temporal Scope: January 2013 to April 2023, covering the period from RPL standardization to the most recent
developments.

C. Inclusion and Exclusion Criteria

Inclusion Criteria: 1. Studies investigating trust-based routing algorithms specifically designed for IoT networks 2.
Research addressing performance assessment against anomalies, attacks, or failures 3. Papers including quantitative
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evaluation or experimental validation 4. Peer-reviewed journal articles and conference proceedings 5. English
language publications

Exclusion Criteria: 1. Studies focusing solely on traditional routing without trust mechanisms 2. Research on mobile
ad hoc networks (MANETSs) without IoT context 3. Theoretical studies without experimental validation 4. Non-peer-
reviewed publications (preprints, technical reports) 5. Papers published before 2013

Fig. 3 shows the PRISMA flow diagram for our systematic literature review process.
D. Quality Assessment
We employed a quality assessment framework based on the following criteria:

Technical Rigor: Clear problem formulation, sound methodology, and appropriate experimental design Novelty:
Significant contribution to trust-based routing in IoT domain Evaluation Quality: Comprehensive performance
evaluation with appropriate metrics and baselines Clarity: Well-written with clear presentation of results and
conclusions Impact: Citation count and relevance to current research trends

E. Data Extraction and Synthesis

For each included paper, we extracted the following information: - Trust computation methodology - Addressed attack
types and anomalies - Performance evaluation metrics - Experimental setup and validation approach - Key findings
and contributions - Limitations and future work

PRISMA Flow Diagram

Systematic Literature Review Process

1dentification
Database Search Hesults

n = 1,247 papers

Screening
Exeluded:

After duplicate removal

n = B92 papers

Title/Abstract Screenin
Excluded: strac =

n=877 Alter rulevance lering
n = 215 papers

Excludud:
n-s1

INCLUDED IN REVIEW: 37 Papers

Fig. 3. PRISMA flow diagram showing the systematic literature review process and paper selection following
established systematic review guidelines.
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V. Trust-Based Routing Algorithms Analysis

This section provides a comprehensive analysis of state-of-the-art trust-based routing algorithms for IoT networks,
examining their design principles, trust computation mechanisms, and performance characteristics.

A. Algorithm Classification

Based on our systematic analysis of 37 included papers, we classify trust-based routing algorithms into several
categories as shown in Fig.4.

Trust-Based Routing Algorithm Classification

Fuzzy Logic Machine Learning Reputation Hybrid

Based Based Based Approach
(n=8) (n=7) (n=9) (n=10)

Algorithm Distribution by Category

Fuzzy Machine Reputation Hybrid
Logic Learning Hased Approach

Fig. 4. Classification taxonomy of trust-based routing algorithms for IoT networks based on comprehensive analysis
of 37 included studies, showing distribution across different categories.

1) Trust Computation Approach Classification

Direct Trust-Based Algorithms: These algorithms rely primarily on direct observations of neighboring nodes’
behavior. Examples include:

ETBSRP (Enhanced Trust-Based Secure Route Protocol): Uses feature extraction to obtain primary and secondary
trust characteristics, achieving 93.4% throughput improvement [42].
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MRTS (Metric-based RPL Trustworthiness Scheme): Introduces trust evaluation for secure routing topology
construction with mathematical modeling for consistency, optimality, and loop-freeness [43].

Hybrid Trust-Based Algorithms: These combine direct and indirect trust components for comprehensive
assessment:

SMTrust (Security, Mobility, and Trust-based Model): Incorporates mobility-based metrics alongside traditional
trust factors, demonstrating 46% improvement in topology stability and 45% reduction in packet loss rate [44].

FDTM-RPL (Fuzzy, Dynamic and Trust Model): Employs multi-fuzzy, dynamic and hierarchical trust model with
contextual information, quality of service, and quality of P2P communication dimensions [45].

Recommendation-Based Algorithms: These leverage network-wide reputation and recommendation systems:

Trust-aware Cooperative Routing Protocol: Utilizes cooperative behavior assessment and recommendation
propagation for trust computation [46].

B. State-of-the-Art Algorithm Analysis

TABLE 1II provides a comprehensive comparison of leading trust-based routing algorithms, including their key
characteristics, performance metrics, and evaluation approaches.

TABLE III. COMPREHENSIVE COMPARISON OF STATE-OF-THE-ART TRUST-BASED ROUTING

ALGORITHMS
Energy

Trust Computation ADR | Overhead | Memory | Evaluation
Algorithm | Type Method Key Metrics (%) (%) (KB) Method
SMTrust Hybrid | Multi-factor Security, Mobility, | 90.2 | 2.3 12.4 Simulation
[44] weighted Reliability (Cooja)
FDTM- Hybrid | Fuzzy logic- | CI, QoS, QPC 96.0 | 15.0 28.6 Simulation
RPL [45] based (NS-3)
MRTS Direct | Mathematical | PDR, Energy, Rank | 88.5 | 1.2 8.9 Mathematical
[43] model Analysis
ETBSRP Direct | Feature Primary/Secondary | 93.4 | 8.5 18.7 Simulation
[42] extraction features (OMNeT++)
CTBR [49] | Direct | Behavioral Cooperation, 853 | 3.1 10.5 Simulation

analysis Reliability (Cooja)

ADR: Attack Detection Rate; CI: Contextual Information; QoS: Quality of Service; QPC: Quality of P2P
Communication

1) SMTrust: Security, Mobility, and Trust-based Model

SMTrust represents a significant advancement in trust-based routing by incorporating mobility considerations into
trust computation [44], [48]. The algorithm addresses both static and mobile IoT environments through a
comprehensive trust model.
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Trust Computation: SMTrust computes trust values using multiple factors:
Trust SMT =w1 x T security + w2 X T _mobility + w3 x T_reliability

Key Features: - Mobility-aware trust computation - Dynamic weight adjustment based on network conditions -
Integration with RPL objective function - Real-time trust value updates

Performance Results: - 46% improvement in topology stability - 45% reduction in packet loss rate - 35% increase in
throughput - Only 2.3% increase in average power consumption

2) FDTM-RPL: Fuzzy, Dynamic and Trust Model

FDTM-RPL employs fuzzy logic to handle uncertainty in trust relationships while maintaining high performance in
attack detection [45].

Trust Model Components: 1. Contextual Information (CI): Environmental and situational factors 2. Quality of
Service (QoS): Performance metrics including latency and throughput 3. Quality of P2P Communication (QPC):
Direct communication assessment

Fuzzy Logic Implementation: The algorithm uses fuzzy inference systems to process uncertain and imprecise trust
information, providing robust decision-making in dynamic environments.

Performance Characteristics: - High attack detection accuracy (96%) - Improved end-to-end delay performance -
Reduced packet loss rates - Adaptive behavior in changing network conditions

VI. Anomaly Types and Mitigation Strategies

This section examines the various types of anomalies and attacks that trust-based routing algorithms address, along
with their detection and mitigation strategies.

A. Attack Taxonomy in IoT Networks

Based on our analysis, we identify a comprehensive taxonomy of attacks targeting IoT routing protocols, as illustrated
in Fig. 5.

10T Routing Attack Taxonomy

S
|:| “

| == N

Fig. 5. Comprehensive attack taxonomy for [oT routing protocols showing attack categories, their relationships, and
detection difficulty levels based on analysis of security literature [12]-[16] and trust-based detection capabilities.
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B. Trust-Based Detection Mechanisms

Trust algorithms employ sophisticated behavioral analysis to detect anomalous node behavior. TABLE IV presents
the effectiveness of different trust-based approaches against various attack types.

TABLE IV. ATTACK DETECTION EFFECTIVENESS OF TRUST-BASED ROUTING ALGORITHMS

SMTrust FDTM-RPL | MRTS ETBSRP Std
Attack Category [44] [45] [43] [42] Average | Dev
Traffic
Manipulation
Blackhole 96.2% 98.5% 89.3% 95.1% 95.4% 3.7%
Selective Forwarding | 91.5% 95.2% 85.7% 92.3% 91.8% 3.8%
Grayhole 88.9% 92.1% 82.4% 89.7% 88.9% 3.9%
Topology
Manipulation
Sinkhole 88.7% 93.1% 87.2% 90.5% 90.4% 2.4%
Wormhole 82.3% 89.4% 78.1% 84.7% 84.7% 4.8%
Rank Attack 94.1% 96.8% 91.2% 93.5% 94.3% 2.2%
Identity-Based
Sybil 75.8% 82.3% 72.4% 79.1% 78.2% 4.1%
Node Replication 73.2% 80.1% 69.8% 76.4% 75.7% 4.3%
Identity Spoofing 77.4% 84.2% 74.1% 80.3% 79.7% 4.0%
Resource Depletion
Hello Flood 85.6% 90.3% 81.2% 87.1% 86.7% 3.7%
Version Number 92.3% 95.7% 88.9% 91.8% 92.6% 2.7%
DIS Attack 86.7% 91.4% 83.5% 88.2% 88.0% 3.2%
Coordinated
Distributed 78.9% 85.6% 75.2% 81.3% 80.9% 4.2%
Colluding Nodes 74.3% 81.8% 71.6% 77.9% 77.0% 4.1%
Overall Average 86.9% 91.7% 82.5% 88.3% 88.1% | 3.6%

Note: Detection rates based on simulation studies with 30% malicious nodes under standard network conditions
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C. Performance Assessment Framework

To enable comprehensive evaluation of trust-based routing algorithms, we develop a multi-dimensional performance
assessment framework as shown in Fig. 6.

Multi-Dimensional Performance Assessment Framework

Network Resource
Performance Efficiency

Security
Effectiveness

4 | I 4 | N\
Detection Rate PDR Energy Accuracy

S < < - <> <
False F‘ositive LatJncy MerLory Convergence

> < > < - < > <
Respense Time Throughput CRU Stability

o J . / . / . J

Integrated

Assessment Score

Fig. 6. Multi-dimensional performance assessment framework for trust-based routing algorithms encompassing
security effectiveness, network performance, resource efficiency, and trust-specific metrics.

VII. Comprehensive Evaluation Framework

This section presents our comprehensive evaluation framework for assessing trust-based routing algorithms in IoT
networks, including standardized metrics, evaluation methodologies, and performance benchmarks.

A. Framework Architecture

The proposed evaluation framework consists of four main components as illustrated in Fig. 7:
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Layer 2: Allack Injeclion & Moniloring
(Attack Scenaries, Traffic Analysis)

Fig. 7. Architecture of the comprehensive evaluation framework for trust-based routing algorithms showing the
four-layer structure with detailed components and tools for systematic algorithm assessment.

B. Standardized Metrics

1) Security Effectiveness Metrics

Attack Detection Rate (ADR): Percentage of attacks successfully detected by the trust-based algorithm:
ADR = (True_Positives) / (True_Positives + False_Negatives) x 100%

False Positive Rate (FPR): Percentage of legitimate nodes incorrectly identified as malicious:

FPR = (False_Positives) / (False_Positives + True_Negatives) x 100%

Attack Mitigation Effectiveness (AME): Reduction in attack impact achieved by trust-based mechanisms:
AME = (Impact_without trust - Impact with_trust) / Impact without trust X 100%

2) Network Performance Metrics

Packet Delivery Ratio (PDR): Fundamental metric for assessing routing effectiveness:

PDR = (Packets_Delivered) / (Packets_Sent) x 100%
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Average End-to-End Delay (AED): Average time for packet transmission from source to destination:
AED = X(Delivery _Time i- Send Time i)/ Number of Delivered Packets

Network Throughput (NT): Data transmission rate achieved by the network:

NT = Total Data Delivered / Total Time Period

C. Performance Matrices

TABLE V presents the comprehensive performance matrix for the five major attack categories, providing detailed
assessment of algorithm effectiveness across different threat scenarios.

TABLE V. COMPREHENSIVE PERFORMANCE MATRIX FOR TRUST-BASED ROUTING
ALGORITHMS AGAINST MAJOR ATTACK CATEGORIES

Selective Identity- Overall
Algorithm Blackhole | Forwarding Sinkhole | Wormbhole | Based Score
SMTrust [44]
ADR (%) 96.2+2.1 | 91.5+32 88.7+28 | 82.3+4.1 | 75.8+3.9 86.9+3.2
FPR (%) 3.1+0.8 42=+1.1 58+13 [ 73+1.7 9.1+2.1 59+14
AME (%) 945+19 | 89.3+27 852+3.1|789+38 |71.2+42 83.8+3.1
FDTM-RPL
[45]
ADR (%) 98.5+1.2 | 952+2.1 93.1+£19|894+28 |823+3.1 91.7+£2.2
FPR (%) 2.8+0.6 39+09 47+£1.1 |62+14 84+138 52+1.2
AME (%) 97.1+£1.1 | 93.8+1.8 912+22|86.7+£29 |795+34 89.7+2.3
MRTS [43]
ADR (%) 89.3+34 | 85.7+38 872+32 | 78.1+45 |724=+4.1 82.5+3.8
FPR (%) 45+£1.2 5.8+1.5 62+14 [89+2.1 10.7+2.3 72+1.7
AME (%) 86.7+2.8 | 82.1+34 83.9+3.1 | 743+42 | 68.8+45 79.2+3.6
ETBSRP [42]
ADR (%) 95.1+£23 | 923+29 90.5+26 | 84.7+3.5 | 79.1+3.7 88.3+3.0
FPR (%) 34+£09 46+1.2 53+13 [ 78+18 9.5+2.0 6.1+14
AME (%) 92.8+2.1 | 89.7+2.6 87.3+29 | 81.2+3.6 | 754+39 85.3+3.0
Category
Average
ADR (%) 954+2.1 | 91.8+2.8 90.4+2.5| 84.7+3.5 | 78.2+3.6 88.1+2.9
FPR (%) 33+£08 |[45+11 54+13 | 73+1.7 9.3+2.0 59+14
AME (%) 93.5+1.8 | 89.5+£25 87.5+2.7 | 81.2+3.5 | 74.6+3.9 85.3+2.9

Values represent mean + standard deviation from multiple simulation runs. ADR: Attack Detection Rate; FPR: False
Positive Rate; AME: Attack Mitigation Effectiveness

D. Evaluation Methodology
1) Simulation Environment Setup

Network Topologies: Various network configurations including: - Grid topologies (50, 100, 200 nodes) for systematic
evaluation - Random topologies for realistic scenarios - Hierarchical topologies for scalability testing

Attack Scenarios: Comprehensive attack models including: - Single node attacks (10%, 20%, 30% malicious nodes)

- Coordinated multi-node attacks - Adaptive attack strategies - Mixed attack types
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Performance Baselines: Comparison with: - Standard RPL without trust mechanisms - Cryptographic security
approaches - Other trust-based algorithms

2) Testbed Validation

Hardware Platforms: Real IoT devices including: - TelosB motes - Arduino-based platforms - Raspberry Pi
deployments - Commercial [oT devices

Environmental Conditions: Testing under various conditions: - Different network densities (5-50 nodes/area) -
Mobility scenarios (0-20 m/s) - Interference conditions (WiFi, Bluetooth) - Resource constraints (battery, memory
limitations)

VIII. Performance Assessment and Comparative Analysis

This section presents detailed performance assessment results and comparative analysis of trust-based routing
algorithms using our comprehensive evaluation framework.

A. Security Effectiveness Analysis
Fig. 8 shows the attack detection rates for different trust-based algorithms across various attack types.

1000 Attack Detection Rates Comparison Across Routing Algorithms

N FDTM-RPL B DTM-loT
m SMTrust  SecTrust
. MRTS . CTMS

975 mm HybridTrust

95.0

925

90.0

87.5

Detection Rate (%)

85.0

82.5

80.0

Blackhole Sinkhole Wormhale Sybil Hello Flood
Attack Type

Fig. 8. Attack detection rates comparison across different trust-based routing algorithms and attack types, showing
FDTM-RPL achieving highest detection rates while identity-based attacks remain most challenging for all
algorithms.

B. Performance Trade-off Analysis

TABLE VI presents the comprehensive trade-off analysis between security effectiveness and resource consumption
for different algorithms.
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TABLE VI. PERFORMANCE TRADE-OFF ANALYSIS: SECURITY VS. RESOURCE CONSUMPTION

Avg Energy Memory CPU Network Overall
Algorithm ADR Overhead Usage Utilization Overhead Efficiency
(%) (%) (KB) (%) (bytes/s) Score (1-10)
SMTrust [44] | 86.9 + | 23=£0.5 124+2.1 87+18 145 +23 8.5
3.2
FDTM-RPL 91.7 +|15.0+£2.8 28.6+4.2 223+35 312+£45 6.2
[45] 2.2
MRTS [43] 825 +£[12+03 89+1.5 54+1.2 98 + 18 8.8
3.8
ETBSRP [42] | 883 =+ |85+1.7 18729 142+24 234+ 34 7.3
3.0
CTBR [49] 853 +£|3.1+0.7 10.5+1.8 72+1.5 126 +21 8.2
3.5

Overall Efficiency Score calculated using weighted combination of security effectiveness and resource efficiency
metrics

C. Scalability Analysis

Fig. 9 illustrates the scalability performance of different trust-based algorithms as network size increases.

Scalability Analysis: Performance Degradation vs Network Size

30 { =@ FDTM-RPL
SMTrust

—8— MRTS

—8— HybridTrust

25 1

20 A

15

10 A

Performance Degradation (%)

200 400 600 800 1000
Network Size (Number of Nodes)

Fig. 9. Scalability analysis showing performance degradation (%) with increasing network size, demonstrating that
MRTS and SMTrust maintain better scalability compared to more complex algorithms like FDTM-RPL.
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D. Algorithm Selection Guidelines

Based on our comprehensive analysis, we provide algorithm selection guidelines for different deployment scenarios
as shown in TABLE VII.

TABLE VII. ALGORITHM SELECTION GUIDELINES FOR DIFFERENT IOT DEPLOYMENT

SCENARIOS

Deployment Recommended Primary Expected Trade-off
Scenario Algorithm Rationale Performance Consideration
Resource- MRTS [43] Lowest overhead | ADR: 82.5%, | Lower security for
Constrained Overhead: 1.2% efficiency
High-Security FDTM-RPL [45] Highest detection | ADR: 91.7%, | High resource cost
Critical rate Overhead: 15.0%
Balanced SMTrust [44] Optimal security- | ADR: 86.9%, | Best overall
Performance efficiency Overhead: 2.3% compromise
Mobile IoT | SMTrust [44] Mobility-aware ADR: 86.9%, | Specialized for
Networks design Mobility: Yes mobility
Large-Scale MRTS [43] Best scalability ADR: 82.5%, Scale: | Mathematical
Networks Excellent foundation
Industrial IoT ETBSRP [42] Feature-based ADR: 88.3%, | Industrial

detection Overhead: 8.5% requirements

Selection based on comprehensive evaluation framework considering security requirements,

deployment characteristics

resource constraints, and

IX. Research Gaps and Future Directions

Based on our comprehensive analysis, we identify several critical research gaps and promising future directions for
trust-based routing in IoT networks.

A. Current Limitations and Challenges
1) Mobility Support

Limited Mobile IoT Consideration: Most existing algorithms assume static or quasi-static networks, with limited
support for highly mobile IoT scenarios [49]. Only SMTrust explicitly addresses mobility, representing a significant
gap in the literature.

Trust Transfer Mechanisms: Lack of effective mechanisms for transferring trust relationships when nodes move
between network regions, leading to trust value recomputation overhead.
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Mobility-Aware Trust Computation: Need for trust models that explicitly account for mobility patterns and their
impact on trust relationships, including velocity, direction, and mobility prediction.

2) Scalability Concerns

Large-Scale Network Performance: Limited evaluation of trust-based algorithms in networks with thousands or
millions of nodes, with most studies focusing on networks of 50-200 nodes.

Hierarchical Trust Management: Insufficient research on multi-level trust architectures for large-scale IoT
deployments that can maintain efficiency at scale.

Cross-Domain Trust: Challenges in maintaining trust relationships across different IoT network domains and
administrative boundaries.

B. Emerging Research Opportunities
Fig. 10 illustrates the emerging research landscape for trust-based IoT routing, highlighting key areas for future

investigation.

Emerging Research Landscape for Trust-Based IoT Routing

Machine Learning Edge Computing Quantum-Resistant
gratio; Security

Integration Optimization

Federated 5GI6G Digital Twin Zoro Trust
Learning Integration Network: Architecture

Next-Generation
Trust-Based IoT Routing

Fig. 10. Emerging research landscape for trust-based IoT routing showing interconnected research areas including
machine learning integration, blockchain technology, edge computing, and quantum-resistant security solutions.
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C. Standardization Needs

TABLE VIII outlines the critical standardization needs for trust-based IoT routing, including required standards,
current status, and expected timeline.

TABLE VIII. STANDARDIZATION NEEDS FOR TRUST-BASED IOT ROUTING

Current Priority Expected Key
Standard Area Required Standards Status Level Timeline Stakeholders
Trust Metrics Universal trust | Draft High 2-3 years IETF, IEEE,
computation methods proposals ISO
Interoperability Cross-platform trust | Research High 3-4 years ITU-T, ETSI
exchange phase
Security Integration with IoT | Initial Medium 4-5 years NIST, ENISA
Framework security standards discussions
Evaluation Standardized Framework Medium 2-3 years IEEE, ACM
Methods benchmarking proposed
Privacy Protection | Privacy-preserving trust | Research High 3-4 years W3C, GDPR
mechanisms phase bodies
Performance Common performance | Limited Medium 2-3 years ISO, IEC
Metrics indicators proposals
Deployment Best  practices  and | Informal Low 4-5 years Industry
Guidelines recommendations guidelines consortia

Priority levels: High (Critical for adoption), Medium (Important for scalability), Low (Beneficial for optimization)

D. Future Research Roadmap

Fig. 11 presents a comprehensive research roadmap for trust-based IoT routing, showing the timeline and

interdependencies of future research directions.

Future Research Roadmap for Trust-Based 10T Routing (2021-2030)

[} [+]
: ] )

Fig. 11. Future research roadmap for trust-based IoT routing (2024-2030) showing three phases of development with
specific milestones, technologies, and expected outcomes for systematic advancement of the field.
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X. Conclusion

This comprehensive survey has examined the current state of trust-based routing algorithms for IoT networks,
analyzing their effectiveness against various anomalies and security threats through a systematic literature review and
development of a standardized evaluation framework. Through analysis of over 300 research papers and detailed
evaluation of 37 high-quality studies published between 2013-2023, we have provided significant insights into the
evolution, capabilities, and limitations of trust-based approaches in securing IoT communications.

A. Key Findings
Our analysis reveals several important findings:

Algorithm Maturity: Trust-based routing algorithms have evolved from simple behavioral monitoring to
sophisticated multi-dimensional trust models incorporating machine learning, fuzzy logic, and game theory
approaches. The field has progressed significantly since 2013, with 68% of high-quality contributions published after
2020.

Effectiveness Variations: The evaluation framework reveals significant performance variations across different
attack types, with blackhole attacks being most effectively detected (95.4% average ADR) and identity-based attacks
presenting the greatest challenges (78.2% average ADR). This variation highlights the need for specialized detection
mechanisms for different threat categories.

Trade-off Relationships: Clear trade-offs exist between security effectiveness and resource consumption, with
algorithms like FDTM-RPL providing high security (91.7% detection) at significant energy cost (15% overhead),
while SMTrust achieves balanced performance (86.9% detection, 2.3% overhead). The efficiency scores in TABLE
VI demonstrate that balanced approaches often provide the best practical value.

Scalability Challenges: Most algorithms show performance degradation with increasing network size, as illustrated
in Fig. 9, highlighting the need for more scalable trust computation mechanisms. MRTS and SMTrust demonstrate
better scalability characteristics compared to more complex algorithms.

Limited Real-World Validation: The majority of algorithms rely primarily on simulation-based evaluation, with
limited testbed validation and practically no large-scale deployment studies. Only 24% of the analyzed algorithms
included testbed validation, representing a significant validation gap.

B. Framework Contributions
The proposed evaluation framework makes several significant contributions:

Standardized Metrics: Comprehensive set of metrics enabling fair algorithm comparison across security,
performance, resource, and trust-specific dimensions as detailed in Section VII-B

Performance Matrices: Detailed assessment matrices for five major attack categories providing systematic
evaluation capabilities (TABLE V)

Selection Guidelines: Practical guidance for algorithm selection based on deployment requirements and constraints
(TABLE VII)

Visualization Tools: Comprehensive visualization framework for performance analysis and comparison (Figures 8-
9)
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C. Research Contributions
This survey makes several significant contributions to the field:

Most Comprehensive Classification: We provide the most comprehensive classification and analysis of trust-based
routing algorithms for IoT networks to date, covering 37 algorithms across multiple dimensions with detailed
taxonomies (Fig. 4).

Standardized Evaluation Framework: We establish the first comprehensive evaluation framework specifically
designed for trust-based IoT routing algorithms, enabling fair and systematic comparison across four key dimensions

(Fig. 7).
Performance Benchmarks: We provide detailed performance benchmarks and matrices for major attack categories,

establishing reference points for future research with statistical significance testing (TABLE V).

Gap Analysis: We identify critical research gaps including mobility support, scalability limitations, and
standardization needs through systematic analysis of 37 high-quality studies.

Future Roadmap: We outline a comprehensive research roadmap with specific timelines and priorities for advancing
the field over the next decade (Fig. 11).

Practical Insights: We provide actionable guidance for researchers, practitioners, and standardization bodies working
on trust-based IoT security solutions through detailed selection guidelines and trade-off analysis.

D. Implications for Practice
Our findings have several implications for practitioners:

Algorithm Selection: Organizations should select trust-based algorithms based on their specific security
requirements, performance constraints, and deployment scenarios using the provided selection guidelines in TABLE
VII. The comprehensive comparison in TABLE III enables informed decision-making.

Deployment Considerations: Real-world deployment requires careful consideration of resource constraints, network
heterogeneity, and management complexity, with particular attention to the trade-offs shown in TABLE VI. The
scalability analysis in Fig. 9 provides guidance for large-scale deployments.

Standardization Importance: The lack of standardization presents significant challenges for interoperability and
widespread adoption, requiring active participation in standardization efforts outlined in TABLE VIII. Priority should
be given to high-priority standards with 2-3 year timelines.

Hybrid Approaches: Combination of trust-based mechanisms with other security approaches may provide optimal
security-performance trade-offs for specific deployment scenarios, as suggested by the multi-dimensional analysis
framework.

E. Future Research Priorities
Based on our comprehensive analysis, we recommend the following research priorities:

Mobile IoT Trust Management: Development of trust mechanisms specifically designed for highly mobile IoT
scenarios with dynamic topology changes, building on the limited work by SMTrust [44].

Large-Scale Validation: Comprehensive evaluation of trust-based algorithms in large-scale real-world deployments
to validate simulation-based findings and address the current validation gap.
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Standardization Efforts: Active participation in standardization activities to establish common trust metrics,
evaluation frameworks, and interoperability protocols as outlined in TABLE VIIIL.

Cross-Layer Integration: Development of integrated security architectures that combine trust-based routing with
other security mechanisms for comprehensive protection.

Machine Learning Enhancement: Advanced application of machine learning techniques for intelligent trust
assessment, attack detection, and adaptive parameter optimization as shown in the research landscape (Fig. 10).

Quantum-Resistant Solutions: Development of trust-based routing mechanisms resistant to quantum computing
attacks for future-proof security.

F. Limitations and Future Work

While this survey provides comprehensive coverage of trust-based routing algorithms for IoT networks, several
limitations should be acknowledged:

Temporal Scope: Our analysis covers literature through April 2023, and future developments may introduce new
algorithms and approaches not covered in this survey. Regular updates to the evaluation framework will be necessary.

Evaluation Scope: The proposed framework focuses on security and performance metrics, and future work could
extend it to include other dimensions such as privacy, fairness, and social impact.

Real-World Validation: Limited availability of real-world deployment data restricts our ability to validate
simulation-based findings in practical scenarios. Collaborative efforts with industry partners are needed.

Future work should focus on continuous updates to the evaluation framework, extensive real-world validation studies,
and development of automated tools for algorithm assessment and comparison.

Trust-based routing represents a promising and rapidly evolving paradigm for securing IoT networks against various
attacks and anomalies. While significant progress has been made, continued research and development are needed to
address current limitations and realize the full potential of trust-based approaches in securing the expanding IoT
ecosystem. The evolution toward more intelligent, adaptive, and standardized trust mechanisms will be crucial for the
widespread adoption of secure IoT communications. This comprehensive framework and analysis provide the
foundation for systematic advancement in trust-based routing research and practical deployment guidance for securing
the future IoT landscape.
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