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Abstract 

The era of Industry 4.0 has brought about the revolution in the cyberspace – a space that connects millions of 

individuals and organizations across the world.  Along with the opportunities for expansion and progress, 

cyberspace presence brings with it the serious and deeper challenges of cyber security in the form of cyber-crimes, 

cyber-warfare,  privacy issues, intellectual property and so on.   

This paper explores the challenges of cyber presence and the imminent potential threats  alongwith  mitigation 

techniques that need to be adopted for addressing the threats from cyber crimes. Results of a perception survey 

on the awareness about cyber crimes are also discussed. 

Keywords:  Cyber space, cyber crimes, Cyber presence, mitigation. 

Introduction  

The 21st century has been marked as the century of information and knowledge, and the drivers for these are the 

advancements in the information technology and globalization.  These changes have a positive as well as a 

negative impact on individuals, organizations and society. 

Information technology and latest techniques like Big Data, Business Analytics tools, Informatics and data mining 

etc.   are being deployed to meet the challenges of designing efficient decision support systems.  Hence the present 

environment is a combination of VUCA – (Volatile, Uncertain, Complex and Ambiguous) and Industry 4.0.  
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Figure 1:  Industry 4.0  and the VUCA world 

In VUCA world of  21st century, some of the challenges that organizations are likely to face are: 

➢ Management of technology 

➢ Managing workforce diversity -  gender, generation, professionals etc 

➢ Cyber security – awareness, safety and mitigation. 

➢ Health and lifestyle management 

➢ Leadership 

➢ Change management 

➢ Skills up-gradation for individuals 

➢ Leadership  

➢ Youth Employment  

This paper addresses the issues related to cyber security as every individual and organization is having a presence 

today in the cyber space and is under the constant threat of being a victim of cyber crimes in some way or the 

other.   This paper discusses the facets of cyber security like – awareness, safety and mitigation regarding the 

cyber crimes and cyber security and aims to explore  the issues related to the security in the cyber space or cyber 

world.   

Cyber Revolution: Advances in technology have  moved the world from real to virtual and now cyber world 

cyber space.  As the operations in the cyber space are growing in volumes, there is an imminent need to ensure 

that there is enough security in this space. 

Objectives: 

a)  To assess the level of awareness of individuals regarding cyber security and cyber crimes 

Mechanization

Mass 
Production

Computeriza
tion and 
Automation

Cyber  
Systems 

Volatile 

Uncertain 

Complex 

Ambiguous 



 

Anusandhanvallari 

Vol 2024, No.1 

December 2024 

  ISSN 2229-3388 

 

 

Available online at https://psvmkendra.com                                   1043 
 

b) To identify the different threats faced by individuals and organizations in the cyber space of the 21st 

century 

c) To suggest suitable policy measures for government and organizations and suggestions for individuals 

for ensuring cyber safety. 

A pilot survey on awareness of individuals regarding cyber crimes was conducted and the results are 

discussed in the discussion section. 

Background of the study: 

Singh(2012),  paper explores some key issues/aspects related to development of e-Skills, while attempting to 

provide some benchmarking tools by which European countries may be able to access their current and future 

challenges regarding e-Skills. Today’s thief can steal more with a computer than gun and today’s terrorist can 

harm more with a keyboard than a bomb.  Chinese see cyber warfare as a tool to reduce the technological gap 

with the United States  

 

 Common terminology of cyber space related cyber crimes  

 A look at some of activities and their impact  

Cyber crimes types:  

Individuals face the constant threat of succumbing to cyber crimes like harassment through emails, cyber stalking 

and transmission of child pornography (Salem 2002) 

Weapons used in cyber crimes: 

Fraud, gambling, destroying work, stealing data, privacy issues, hacking are the means of committing cyber crimes 

Cyber terrorism: 

activities against the government, religious associations, non-profit organizations etc 

Cyber warfare 

Resorted to using computers to attack other computers or networks through electronic means, to conduct sabotage 

and espionage, steal Intellectual property 

 

Methodology 

A pilot survey of 61 individuals was conducted to find out the awareness levels regarding cyber crimes and 

mitigation techniques suggested  to combat cyber crimes.   The respondents were contacted through questionnaire 

circulated through Google forms. 
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Discussions: 

 

Age group of respondents:  the sample 

consisted of respondents from all age groups

 
 

 

 

Place of residence:  Respondents were a mix of rural, urban 

and metropolitan cities and even from the outside India 

 

 

 

Occupation:  Students, salaried individual, business men, government employees and even housewives, 

constituted the sample. 

 

Nature origin of cyber crime:   
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Motives of cyber crimes 
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Impact  

 

Victim? 

 

 

Actions taken by you  
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Reasons 
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In your opinion are Law Enforcement Agencies (LEA) well equipped ? 

 

Majority feel they are not equipped 

 

Findings : 

(i) Inadequate awareness levels:  80 percent of the respondents agreed that the awareness levels were 

very poor.  The awareness levels are up to 4 on a scale of 1-10 which is not satisfactory. 

(ii) Frauds and scams constitute majority of cyber crimes:  A look at the statistics  reveals that frauds 

constitute  (%  of cyber crimes) 

(iii) Majority of respondents agree that there is minimal awareness and that measures should be taken 

for creating awareness, procedure of handling cyber crimes and consequences of cyber crimes. 

(iv) Respondents agree that the Law Enforcement Agencies are not adequately equipped to handle the 

cyber crimes.   

(v) Reputation and financial losses are perceived to be on stake due to cyber crimes 

Suggestions 

A. Suggestions for Govt. /  Organizations 

i.There should be a separate department of cyber security and more skilled people should be hired. Also 

various awareness campaign should be organized to make the people aware about the importance of 

personal data 

ii.Cyber security subject has to be added to the curriculum of school students 

iii.Strict actions against cyber criminals to be taken 

iv.Repeated Advertisements on popular TV shows will help in creating awareness and warnings about 

cyber threats 

v.Trainings on Awareness and precautions to be actively conducted 

vi.Compulsory for Schools to conduct trainings on the aspect of social networking etiquettes 

vii.Helpline for addressing the cyber crime 

viii.Need mass level awareness messages to be given through TV, Radio,in theatres etc 
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ix.Awareness drives for common people, especially senior citizens, who quickly panic upon receiving 

messages related to their bank accounts. 

x.SOME GUIDELINES  

1.   How and what we need to share on social media guidelines need to be  made aware to masses, 

 2.   Govt. should constantly take efforts to make awareness about Cyber Crimes and how to safeguard 

citizens, 

 3.   Govt. Agencies should have controls on Social media sites and impose strict controls to minimize 

Cyber Crimes,  

4.   Peoples involvement is prime mover in this movement with guided controls and awareness will 

help to reduce and control the Cyber Crime in near future.  

5.   As any crime may not be fully monitored and controlled but can be managed in such a way that it 

will give some symptoms before it exploits to masses. 

xi. Periodic checks and up-gradation of systems and software. Open source hackathon 

xii. Tighten internet security and avoid data theft. Create overall awareness 

xiii. Organisations likes banks should be held responsible for lac of security in the systems. 

xiv.  ATMs and any Point of Sales should be under surveillance for anybody to tamper with them and 

should be caught. If frauds happens from POS they should be held responsible for the financial loss.  

xv. All apps should be mandated not to collect personal data. 

xvi. General awareness of the consequences of cyber crime. 

xvii. there has to be be softwares screening the content being uploaded and what damaging effect it could have 

on society but that should not lead to suppressing the voice of people on any account 

In particular - Suggestions For Organizations  

• Company rules on use of technology by employees 

• Written copy of rules  

• Training on use and safety of technology 

• Better technology and training of personnel required to tackle high tech crimes  

• Organizations should educate people on security practices,  handling of sensitive data, transactions,  

• Invest in security technology like, anti-virus software, technology, authentication services and intrusion 

detection technology 

• Blocking telephone connections and internet connections 

• Productivity measures: Cyber loafing should be controlled through devices 

• Code of ethics and code of conduct 

• Employees should be made aware about the policies regarding the use and abuse of the social media at 

workplaces. 

 

B. Suggestions for Individuals  

• should ensure there is least possibility of data leakage and keep our passwords strong and required to 

set several settings like incognito modes etc.   

 

Conclusion: 

What has been discussed is just a tip of the iceberg.  It is in the interest of all to be aware about the threats posed 

by the cyber crimes.  Organizations need to adopt the latest tools and techniques and also ensure that there are 
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enough safety measures in place while using them.  The The role of government is a major one so as to ensure 

that the Law Enforcement Agencies are empowered to tackle the issue efficiently. 
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