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Abstract: The rising need to have safe and trustworthy access control systems has increased the rate at which
biometric authentication systems are being adopted. Unimodal biometric systems are however usually plagued
with limitations like noise, intra-class variations and spoofing attacks. In order to overcome these obstacles, this
paper presents the suggested multimodal biometric authentication system based on data mining; the system
combines fingerprint, face, and iris modalities through feature-level and score-level fusion. The evaluation of
the system performance based on the conventional measures of biometrics was an experiment based on the
following measures: accuracy of authentication, False Acceptance Rate (FAR), False Rejection Rate (FRR),
system reliability, and acceptance of the system by its users. Results of the experiment indicate that the
suggested multimodal system has a great accuracy of authentication of 98.2% with much lower FAR (0.9) and
FRR (1.3) than unimodal systems. Moreover, the system is highly reliable (96.9%) and is well accepted by the
users (95.4%), which proves its strength and practicability. The results indicate that the pattern of using a
combination of several biometric characteristics plus data mining methods are effective in increasing the
security, accuracy, and general system efficiency, which implies the framework of correlation to the actual
secure access control systems.
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1. INTRODUCTION

In recent years, the accelerated development of digital systems and delicate exchange of information has
augmented the need to have robust and dependable access control systems. The conventional authentication
systems like passwords, personal identification numbers, and access cards are limited with failure to forget,
theft, and susceptibility to unauthorized access. One of the promising alternatives has been biometric
authentication which uses some unique physiological features of individuals. Nevertheless, unimodal biometric
systems that rely on one trait usually have problems with data acquisition noise, intra-class variability, and
vulnerability to spoofing, so tend to undermine the security and accuracy of the system.

To address these drawbacks, multimodal biometric authentication systems incorporate more than one biometric
characteristic (fingerprint, face and iris) to increase the reliability and security of recognition. Multimodal
systems used together with data mining methods can effectively process large biometric data and optimize
features selection and enhance classification accuracy using smart pattern recognition and decision making
algorithms.

In this paper, a multimodal biometric authentication system is suggested as a data mining-based system to
ensure secure access control, with the emphasis placed on the combination of biometric traits via feature-level
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and score-level fusion approaches. The approach proposed will strive to attain greater accuracy in
authentication, reduced false acceptance and rejection as well as increased reliability of the system. The system
is also highly applicable in the real-world by providing greater protection and ease of use, which makes the
system applicationable in the high security context of banking systems, healthcare facilities, and critical
infrastructure protection.

2. LITERATURE REVIEW

Coelho et al. (2023) presented a multimodal biometric authentication approach using federated learning to
improve security without infringing on the privacy of data. In their work, they concentrated on the joint training
of several biometrics indicators in a decentralized learning model, enabling the models to be trained without
involving raw biometric information. The findings showed that the authentication accuracy and strength were
better than in the traditional centralized methods, especially in the applications that involved privacy.

Fathima and Saravanan (2024) investigated cloud user access control basing on behavioral biometric-based
authentication and continuous monitoring measures. Their work pointed out the significance of the dynamic
authentication mechanism in the cloud environment through user behavior analysis aimed at enhancing security.
According to the study, the detention of illicit access attempts and system adaptability were better.

Kolluri et al. (2024) performed a thorough review of multimodal biometric authentication systems based on
artificial intelligence and machine learning methods. Their study compared different neural network designs to
enhance feature extraction, fusion and classification in mutilimodal settings. The results showed that Al-based
models were able to boost the accuracy in authentication and minimized the number of errors than traditional
approaches.

3. RESEARCH METHODOLOGY

This study paper uses an experimental design to test a multimodal biometric authentication system that is based
on data mining and combines fingerprint, face and iris data by feature level and score level fusion. Quantitative
performance measures, including accuracy of authentication, FAR, FRR, reliability of the system, and system
acceptance between unimodal and multimodal methods are compared.

3.1 Research Design

This study adheres to the experimental research design in order to test a multimodal biometric authentication
system based on data mining to ensure secure access control. Quantitative measures are used to determine the
performance of the system in terms of accuracy in authentication, False Acceptance Rate (FAR), False Rejection
Rate (FRR) and the reliability of the system.

3.2 Dataset and Biometric Modalities

The testing of the proposed system involved a benchmark biometric dataset of fingerprint, face and iris
modalities. These biometric characteristics were chosen because of their reliability and complementation nature.
Several samples were taken on each person to compensate the differences in the condition of biometric
acquisition.

3.3 Feature Extraction and Multimodal Fusion

Preprocessing measures were used to improve the quality of biometric data and afterwards feature extraction.
The extractive process was carried out on discriminative features by each modality individually and optimized

by means of data mining. The system uses feature level fusion to integrate biometric features and score level
fusion to integrate matching scores, which enhance system recognition accuracy and robustness.
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3.4 Classification and Authentication Process

The fused biometric features were subjected to data mining-based classifiers to undertake authentication. The
eventual conclusion was based on the comparison of the matching score that had been combined against a
predetermined threshold. This method is the best way to achieve a compromise between the security and
usability since the false acceptance and false rejection errors are minimized.

3.5 Performance Evaluation Metrics

The system performance was assessed in terms of a standard biometric measure, such as accuracy of
authentication, FAR, FRR, reliability of the system, and acceptance rate by the user. A comparative study was
made between the unimodal and multimodal systems and results were illustrated using tables and graphs.

4. RESULT AND DISCUSSION

The effectiveness of the suggested data mining based multimodal biometric authentication system was assessed
by several biometric characteristics combined at features and score-level fusion. The system was validated using
a benchmark dataset that contained fingerprint, face and iris modalities data. Common performance measures
like accuracy of authentication, False Acceptance Rate (FAR), False Rejection rate (FRR) and overall system
reliability were evaluated to determine the success of the proposed model.

4.1 Authentication Accuracy Across Biometric Modalities

Table 1 shows the accuracy of authentication using each of the biometric modalities, which are fingerprint, face,
and iris, and compares them to the suggested multimodal biometric authentication system.

Table 1: Authentication Accuracy of Biometric Modalities

Biometric Modality Accuracy (%)

Fingerprint 92.4

Face 89.1

Iris 94.6

Proposed Multimodal System 98.2
100
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96
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88
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84

Fingerprint Face Iris Proposed
Multimodal
System

Figure 1: Graphical Representation of Authentication Accuracy of Biometric Modalities
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The results show that every one of the unimodal biometric systems offers relatively high accuracy, but the
accuracy of the proposed multimodal system is the highest (98.2%). This enhancement shows that the use of
multi-modal biometric traits with data mining methods is effective in improving recognition accuracy by
counterbalancing the weaknesses of a single modality, and increasing the overall accuracy in the decision.

4.2 Security Performance: FAR and FRR Analysis

Table 2 presents a summary of the False Acceptance Rate (FAR) and the False Rejection Rate (FRR) of
unimodal biometric and the proposed multimodal authentication system.

Table 2: FAR and FRR Comparison

System Type FAR (%) | FRR (%)
Fingerprint-based 3.8 42
Face-based 5.1 5.8
Iris-based 2.9 34
Proposed Multimodal System 0.9 1.3
7
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Multimodal System
mFAR (%) ®FRR (%)

Figure 2: Graphical Representation of FAR and FRR Comparison

The suggested multimodal system has the smallest FAR (0.9%) and FRR (1.3%), which means increased
security and usability. The decrease in both of the error rates proves that multimodal fusion facilitated by the
data mining-based classification is effective in minimizing the unauthorized access and minimizes the actual
user rejection.

4.3 Overall System Reliability and User Acceptance

Table 3 shows the key performance indicators in terms of reliability of the system, successful authentication and
acceptance of the system in the real-life operating conditions.

Table 3: System Reliability and User Acceptance

Performance Metric Percentage (%)
Successful Authentication Rate 97.8
System Reliability 96.9
User Acceptance Rate 95.4
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Figure 3: Graphical Representation of System Reliability and User Acceptance

The great values of successful authentication rate (97.8%), system reliability (96.9%), user acceptance (95.4%)
indicate that the proposed system is very reliable in all the environments and users are pleased with it. These
findings underscore the functionality and strength of the system in secure access controls applications.

4.4 Discussion

The results demonstrate that the suggested multimodal biometric authentication system, which involves data
mining, is much more effective than the unimodal biometric systems. Multimodal method has the greatest
authentication accuracy (98.2%) and at the same time, lower error rate reflected by the lowest FAR (0.9%) and
FRR (1.3). This enhancement affirms that the use of biometric traits in conjunction with each other improves
recognition and the security of the system.

Additionally, the data on high system reliability (96.9%) and user acceptance rate (95.4%) shows that the
proposed system is strong and practically feasible in the applications of secure access control in the real world.
On the whole, these results confirm the usefulness of multimodal fusion and data mining algorithms in the
creation of a secure and reliable system of authentication.

5. CONCLUSION

The study has effectively proved the relevance of a data mining based multimodal biometric authentication
system in enforcing secure access control through the combination of fingerprint, face as well as iris modalities.
The findings of the experiment demonstrate that the system being proposed shows much better results than the
biometric schemes based on unimodal, as it can achieve better accuracy in authentication and significantly
reduces the error rates. The low FAR and FRR, high system reliability, and usability of the proposed approach
indicates the strength, safety, and usability of the approach. In general, the results confirm that multimodal
fusion and data mining methods present a consistent and effective way to improve the authentication process
and is therefore highly applicable in high security-sensitive system, i.e., banking, healthcare and critical
infrastructure systems.
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